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   As more and more companies adopt virtualization in their data centers to reduce the number
of physical servers and save money, security strategies need to be developed in parallel. While
security may push back on this movement and resist its adoption, it will be far more beneficial to
develop security strategies to deal effectively with advancing virtualization technologies.

  

   Patch management is one area that is especially important in virtualization. While the ability to
save a virtual machine and copy it easily to other physical servers streamlines deployment, it
can lead to outdated software that is vulnerable for exploitation. In addition, the ability to
suspend a virtual machine in its current state means that a suspended instance may be
activated in a vulnerable state if patches have not been applied.

  

   Here are a few patch management considerations when securing virtual hosts:

  

   1. Keep the host operating system patched and hardened
   Securing the host operating system is essential in virtualization. If everything works as it
should, virtual machines should not be aware of their own virualization or of other virtual
instances on the same physical server. This encapsulation is provided by the host operating
system. Unpatched vulnerabilities in the host operating system may lead to the compromise of
all of the virtual instances. Keep alert for security patches in the host operating system and have
a strategy to quickly apply them.

  

   2. Activate virtual machines securely
   When deploying a virtual machine, make sure that it is fully patched before connecting to your
production network. This may be accomplished by using isolated network segments where
virtual instances can be activated and patched before moving them to a production
environment. You may also want to consider network access control products that detect the
patch levels and antivirus capabilities of new devices and restrict network access until they are
patched.

  

   3. Scan for vulnerabilities
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   Make sure that your regular vulnerability scans are aware of and have network access to
virtual machines. Patch management is a preventive control, but many organizations struggle to
keep up-to-date, so network scanning is a detective control to assess and respond to unpatched
physical and virtual servers.

  

   4. Establish policies, standards, and procedures
   Make sure your policies and standards address the patch management of physical and virtual
machines, server hardening, and network locations suitable for patching and deployment. If
communicated and enforced effectively, these will help ensure consistency and repeatability of
patch management.

  

   5. Watch for third-party supporting products
   Virtualization vendors typically do not have comprehensive solutions that address the security
management aspects of their products. Keep on the look out for new products as this
technology matures. A system that includes patch management and security solutions from
multiple vendors may provide defense in-depth and help assure the security of your virtual
environment.

  

   What are your strategies for secure patch management in your virtual environment? What
supporting products are you using? Please share your feedback in the comments section.
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