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   When designing or reviewing a system, it is common to ensure that trust is established
between end-users and the applications. Trust in this context means that the users are trusted
because they have proven their identity, and their authority to access the application has been
verified. Many times, trust between system components is overlooked. This can be a deadly sin
for software design that can lead to security vulnerabilities.

  

   When trust is not established between system components, it means that any application that
has access to the network can connect to the subsystem’s exposed ports. For example,
consider an application that exposes port 443 for receiving XML using HTTP over SSL. You
might think that this is secure, since it uses encryption; however, encryption does not guarantee
trust. Any web browser or system that supports HTTP over SSL can connect to that application
and send malicious XML payloads.

  

   You may say, “But my application uses a proprietary protocol that people would not
understand.” Unfortunately, security by obscurity is not security at all. With enough time or
inside information, an application that does not require trust of the systems that connect to it
may be easily compromised.

  

   Trust generally comes with a certain amount of overhead. Here are two ways you can
establish system trust in your application. First, you can require that all clients that connect to an
open port present a user name and password or a shared secret key. This approach has the
lowest overhead. When using web services, this can be accomplished using WS-Security.
Second, you can use asymmetric encryption for non-repudiation to ensure that only the client
could have connected because only it has a public key that can decrypt the message. This
approach has high overhead, since encryption requires time and system resources, but it also
ensures that the credentials are not exposed in clear text.

  

   Many companies allow so many other companies into their networks, and insiders are
frequently as much of a threat as external attackers. With this in mind, firewalls have limited
value and are not very good at establishing trust. They are good for building a layer of security
around your applications, but this does not compensate for a listening port that does not require
trust.
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   How are your applications doing at establishing trust?
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