
Breach of the Drones

Автор: Administrator
29.10.2012 20:46

    

  

   When it was discovered that video feeds from U.S. Predator and Reaper unmanned drones
were being hacked
by insurgents in Iraq, it became evident that cybersecurity has a long way to go to become more
secure. The natural reaction is to point the finger at software producers, the government, and
the push for functionality over security. But it may be that a different model is needed for the
software itself.

  

   When you think of military security, if you are like me, you think of planes, tanks, guns, and
bombs. If you look at a tank, you have a weapon that can withstand direct attack against some
serious ammunition. It is designed to be attacked and still fulfill its mission.

  

   Software is not designed to be attacked. It is designed to provide features and functionality,
but it is seldom designed specifically to be attacked. Instead, software is designed to minimize
vulnerabilities.

  

   What would happen if software were developed as if it were a military tank? If you were to
develop a design pattern for software that resembled a tank, it would obviously require a very
tough exterior interface to protect the crew and equipment inside. It would require very strong
encapsulation to ensure that all interfaces to the outside world are well-defined and secure.

  

   If all software were created using such a Tank design pattern there may be a variety of
predefined, standardized system utility interfaces that allow secure communication with other
systems and other subsystem components. This would allow the developer to implement the
Tank pattern and simply select secure interface services without having to worry about coding
each one.

  

   Do you think it is possible for a one-size-fits-all design pattern or perhaps even a framework
that toughens the exterior of software so it can better withstand attacks?
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